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Confidentiality and
your employees

No company wants to lose its valuable sensitive
information to a competitor, potentially creating
negative client situations and compromising future
growth. The vigilant protection of company infor-
mation is an issue that needs to be discussed with
employees during their employment and, more
especially, as they are leaving your employ. What
practical and legal steps can you take to guard
your company's secrets?

Start at the beginning

The best time to have an employee agree to
confidentiality obligations is right at the time of
hire. Managers (or HR professionals) should have
employees sign a confidentiality agreement unless
they have already signed a document with confi-
dentiality provisions during the interview process.

At times, it may also be desirable for a company
to require stronger post-employment restrictions,
such as non-compete obligations, on a key hire. In
most states, non-compete agreements are fairly
routine. For example, in California, the convention-
al wisdom is that enforceability is limited-which is
generally true. There is, however, some belief for
enforcing agreements that do not actually prevent
that restricted employee from earning a living
within his or her field.

What are trade secrets, really?

The core of confidentiality obligations is the pro-
tection of trade secrets. While many states have
statutes to help protect trade secrets, specific
confidentiality provisions in the terms and condi-
tions    Contd.on Page 6


