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Following are some

questions that should
clarify if you're not sure if
some information, a
device, or a formula con-
stitutes a trade secret:

Is the information
known outside of the
employer's business? 
Is the information
known by employees
and others involved in
the business? 
What measures does
the employer take to
guard the secrecy of
the information? 
What is the value of
the information to the
employer and to the
competitors? 
What is the amount of
effort or money
expended by the com-
pany in developing the
information? 
How easily or readily
could the information
be obtained by a com-
petitor through an
independent source? 
Note that trade secrets

need not be technical in
their nature. Market-relat-
ed information and docu-
ments may be deemed to
be trade secrets, and
thus confidential.

Is a customer list a
trade secret?

Though very important
to every company, cus-
tomer lists may or may
not be considered a trade
secret protected by confi-
dentiality obligations. If
the customer list con-
tains specific customer
information such as the
key contact person, par-
ticular needs or require-
ments, or other informa-
tion about customers that
would be advantageous
in the business but not
publicly available, then
such lists should be con-
sidered a trade secret
and receive protection
accordingly.

Some practical ways to
protect corporate
assets

Employers should dis-
seminate to their
employees a written
trade secret policy that
specifically identifies
customer information,
anticipated R&D proj-
ects, pricing, and other
similar items as trade
secrets. Most trade
secrets are documented
in some fashion,
whether in paper files or
computer disks. Here are
some suggestions for
keeping trade secrets:

If it's a trade secret,
label it! Mark confi-
dential documents
with the words CON-
FIDENTIAL or TRADE
SECRET. But be selec-
tive. If all documents
or files are labeled
secret, even those
that are not, the label
may lose its effective-
ness. 
Do not distribute con-
fidential documents
beyond the pool of
people who need to
see them. 
Securely store your
documents and pro-
tect them from inap-
propriate access and
disasters such as fire. 
Back up your comput-
er information, and
keep the duplicate
files secure. 
Shred documents
before discarding
them. 
Erase boards and
destroy flip charts
after meetings. 
Collect all excess doc-
umentation after
meetings. 
With the increasing

use of e-mail, intranets,
and portals, companies
also need to set up appro-
priate policies for technol-
ogy security, including
hardware, software, and
data. Using firewalls to
protect Internet access,
employing reputable
encryption programmes
on email, restricting
access to servers, and
developing sophisticated
database security proto-
cols are all valuable steps
in ensuring that electron-
ic copies of trade secrets
are not deliberately or
inadvertently released.
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