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No company wants to lose its
valuable sensitive information to a
competitor, potentially creating
negative client situations and com-
promising future growth. The vigi-
lant protection of company infor-
mation is an issue that needs to be
discussed with employees during
their employment and, more espe-
cially, as they are leaving your
employ. What practical and legal
steps can you take to guard your
company’s secrets?

Start at the beginning
The best time to have an

employee agree to confidentiality
obligations is right at the time of
hire. Managers (or HR profession-
als) should have employees sign a
confidentiality agreement unless
they have already signed a docu-
ment with confidentiality provi-
sions during the interview process.
At times, it may also be desir-

able for a company to require
stronger post-employment restric-
tions, such as non-compete obli-
gations, on a key hire. In most
states, non-compete agreements
are fairly routine. For example, in
California, the conventional wis-
dom is that enforceability is limit-
ed-which is generally true. There
is, however, some belief for
enforcing agreements that do not
actually prevent that restricted
employee from earning a living
within his or her field.

What are trade
secrets, really?
The core of confidentiality obli-

gations is the protection of trade
secrets. While many states have
statutes to help protect trade
secrets, specific confidentiality
provisions in the terms and condi-
tions of employment re-enforce
those protections, calls them to
the employee’s attention, and
binds the employee to them using
the employee’s signature.
A trade secret may consist of

any formula, pattern, device, or

compilation of information which is
used in one’s business and which
gives the employer an opportunity
to obtain an advantage over its
competition. Generally, a trade
secret is a process, device, or
information intended for continu-
ous use in the operations of the
business.
Trade secrets can include cus-

tomer lists, pricing structures,
business strategy, marketing
plans, financial information, prod-
uct development strategy, intellec-
tual property, current and antici-
pated research and development,
and inventions. Following are
some questions that should clarify
if you’re not sure if some informa-
tion, a device, or a formula consti-
tutes a trade secret:
Is the information known outside
of the employer’s business? 

Is the information known by
employees and others involved
in the business? 

What measures does the
employer take to guard the
secrecy of the information? 

What is the value of the informa-
tion to the employer and to the
competitors? 

What is the amount of effort or
money expended by the compa-
ny in developing the informa-
tion? 

How easily or readily could the
information be obtained by a
competitor through an inde-
pendent source? 

Note that trade secrets need not
be technical in their nature.
Market-related information and
documents may be deemed to be
trade secrets, and thus confiden-
tial.

Is a customer list a
trade secret?
Though very important to every

company, customer lists may or
may not be considered a trade
secret protected by confidentiality
obligations. If the customer list
contains specific customer infor-
mation such as the key contact
person, particular needs or
requirements, or other information
about customers that would be
advantageous in the business but
not publicly available, then such
lists should be considered a trade
secret and receive protection
accordingly.

Some practical ways
to protect corporate
assets

Employers should disseminate
to their employees a written trade
secret policy that specifically iden-
tifies customer information, antici-
pated R&D projects, pricing, and
other similar items as trade
secrets. Most trade secrets are
documented in some fashion,
whether in paper files or computer

disks. Here are some suggestions
for keeping trade secrets:
If it’s a trade secret, label it!
Mark confidential documents
with the words CONFIDENTIAL
or TRADE SECRET. But be
selective. If all documents or
files are labeled secret, even
those that are not, the label may
lose its effectiveness. 

Do not distribute confidential
documents beyond the pool of
people who need to see them. 

Securely store your documents
and protect them from inappro-
priate access and disasters
such as fire. 

Back up your computer informa-
tion, and keep the duplicate files
secure. 

Shred documents before dis-
carding them. 

Erase boards and destroy flip
charts after meetings. 

Collect all excess documenta-
tion after meetings. 
W ith the increasing use of e-

mail, intranets, and portals, com-
panies also need to set up appro-
priate policies for technology secu-
rity, including hardware, software,
and data. Using firewalls to protect
Internet access, employing rep-
utable encryption programmes on
email, restricting access to
servers, and developing sophisti-
cated database security protocols
are all valuable steps in ensuring
that electronic copies of trade
secrets are not deliberately or
inadvertently released. Proper
virus protection is also crucial to
assure that critical documents are
not damaged or destroyed.
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Each of us has
untapped potential. When
this potential is embraced
and used, it can have a
powerful impact on our
lives. 
Think about a 2%, 5%,

10% shift in how we are
living our lives at home,
school, work and play.
Small shifts and changes
can powerfully impact our
lives. But what gets in our
way? What obstacles
must we overcome? One
obstacle for people is fear,
and fear can be limiting at
best and paralyzing at
worst.
My family and I went

camping over the spring
break holidays. We
camped at a beautiful
State Park -- Falls Creek
Falls -- in Tennessee. It is
a wonderful place to visit

and explore with breath-
taking views, hiking trails,
and waterfalls.
Some of the hiking trails

have suspension bridges
connecting the trails over
vast gorges, some bridges
being more than 100 ft.
high. Like the one in the
Indiana Jones movie. As
my wife, two boys and I
approached a very long
bridge suspended at least

100 ft. high, my oldest son
quickly took off across the
bridge and yelled for the
rest of us to join him.
As I approached the

bridge, while he was
crossing, I yelled out to
him the typical parent con-
cerns -- Be careful! Hang
onto the rail! Walk slow! If
the bridge breaks... What
was I thinking? What was I
feeling?
I became acutely aware

of an enormous amount of
fear for him, and fear in
me while I was crossing
this high bridge. When he
got to the other side, he
turned, waved and yelled,
"Come On Dad"! I walked
slowly across the bridge
noticing an incredible
amount of fear and run-
away thinking happening
with me, which had me

considering not going for-
ward. My son was on the
other side and I had a
choice, to let the fear stop
me or not.
As I walked across the

bridge the fear increased
profoundly inside of me
until I got to the other side.
Once I was over the
bridge, my son and I high-
fived and walked back
across the bridge. As we
walked back across I
experienced no fear. What
happened to the fear?
That experience high-

lighted this point to me.
That there are times in our
lives when we want to do
something -- be a better
student, be a better par-
ent, improve our personal
or work lives, improve our-
selves athletically -- but
fear can creep up inside of

Employee involvement is creating
an environment in which people
have an impact on decisions and
actions that affect their jobs.
Employee involvement is not the
goal nor is it a tool, as practiced in
many organizations. Rather, it is a
management and leadership philos-
ophy about how people are most
enabled to contribute to continuous
improvement and the ongoing suc-
cess of their work organization.
My bias, from working with people

for 35+ years, is to involve people as
much as possible in all aspects of
work decisions and planning. This
involvement increases ownership
and commitment, retains your best
employees, and fosters an environ-
ment in which people choose to be
motivated and contributing. It is also
important for team building.
How to involve employees in deci-

sionmaking and continuous
improvement activities is the strate-
gic aspect of involvement and can
include such methods as suggestion
systems, manufacturing cells, work
teams, continuous improvement
meetings, Kaizen (continuous
improvement) events, corrective
action processes and periodic dis-
cussions with the supervisor.
Intrinsic to most employee involve-

ment processes is training in team
effectiveness, communication, and
problem solving; the development of
reward and recognition systems;

and frequently, the sharing of gains
made through employee involve-
ment efforts.
Employee Involvement Model
For people and organizations that

desire a model to apply, the best I
have discovered was developed
from work by Tannenbaum and
Schmidt (1958) and Sadler (1970).
They provide a continuum for leader-
ship and involvement that includes
an increasing role for employees
and a decreasing role for supervi-
sors in the decision process. The
continuum includes this progression.
Tell: the supervisor makes the

decision and announces it to staff.
The supervisor provides complete
direction. Tell is useful when commu-
nicating about safety issues, govern-
ment regulations and for decisions
that neither require nor ask for

employee input. 
Sell: the supervisor makes the

decision and then attempts to gain
commitment from staff by "selling"
the positive aspects of the decision.
Sell is useful when employee com-
mitment is needed, but the decision
is not open to employee influence. 
Consult: the supervisor invites

input into a decision while retaining
authority to make the final decision
herself. The key to a successful con-
sultation is to inform employees, on
the front end of the discussion, that
their input is needed, but that the
supervisor is retaining the authority
to make the final decision. This is the
level of involvement that can create
employee dissatisfaction most readi-
ly when this is not clear to the people
providing input. 
Join: the supervisor invites
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